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(54) 10 CARD AND ITS INFORMATION PROCESSING SYSTEM 

(57)Abstract 

PURPOSE: To check an IC card which has been rewritten 
fraudulently, by storing in advance updating information in an 
storage mean electric^ally erasable at the IC card side, reading out 
the updating information at a host computer side to which the IC 
card is inserted* and comparing it with updating information at the 
host computer side. 

CONSTITUTION: Updating information which is updated 
automatically in accordance with rewriting of a processing program, 
etc. is stored in advance in an electrically erasable storage means 
(EEPROM 13) of an IC card 1 side, and also, this updating 
information can be read out as necessary. In this state, the updating 
information is read out at a host computer 2 side to which the IC 
card 1 is inserted, and compared with updating information at the 
host computer 2 side. Accordingly, whether the processing program 
has been rewritten by others than the host computer 2 or not can 
be detected. In such a way, the IC card 1 which has been rewritten 
fraudulently can be checked. 
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I c ^ ~ y }kcf i: ir>i,*t^ m X X 
2 . T.iF ^ ,i.7 ^- ?G TO 

( 1 ) riii p: ^ m 'A zt. t <Dmvi^ ri! ^ya iw. -je ?f ^ 

1 CI iSl f II r o 7 A , ^ (Tt r - 9 ikC^'JlWtiriW 
^r.idta-r i /n i:- '"fT fJt *jy l ©.iiZt-ST^CiiiilihidftiiT?. 
iifi fit! %li i.!? At n-t i m ■Ji-'^< ^Jfl^^*in2^oi2iPl7"o 
r ^ A ^ ,jd ta it- "jy 2 o t2 02 i ^ «8 ;l . IllJ K 

I CO <2l flfi r a 7 L.lti$Zf ^ tli, t/f is Jij s 

ffi? A* i?-f jii * n ^. t> <D "c * 0 , nil .td ai ^ m Hi ti 3j 

1 CD .!t!V rj! r CP r ^ A CD <fe STS X ti — ;&* ;!r m X. n 
/z t S tc .If m ;t n ini St ^ L . jTI 2 45 PR r 
□ r V ^ ti iFf .td ti5 ^mm^ A- ^ CO SB f^T ^ tc fc-; 
l; r tn' 1 m pp. r a r 7 co ^r-^^ t < ti - f^R 
^ , ii!] rE m ?jr f(ni! ^ Hi t ?n i (?) idi pb r 

a ^/ 7 .*K :^;r L < (i - i^li ^ tc it U T m 

Ml ui rr ti-f ^com^ m n^sL < uuu^ ^n&n^ rr 

( 2 ) 0! rr t,7 rt! U 'il I (73 iOi PH r o r 7 A .-^i X ti 



- i^K A* ;« lU * n ^ i ^ tc 5)S lii * n foi & ^ ij- h 
-e * t? . -jy 2 <o PB r o 7 A ti tiv w iia Pfi ii^ ivx. 
A^ 1^ o 2D tf; u T cn i <o «i i!n o r ? a cd 

^ ffli :^ L < i± - .'^IS ,^5 UJ L , iW ,12 rr ti¥ fti o .{j5 il; 

U ifc 1 CD © ?n r D r ^ A ^ L < (i - «1J 

0 /^a lU t C T m iC 3lr t.? ffl M ^ p: :n L < 

i^in-r =hmm^ n c ^ i» t ^ t.v ji= .1.7 

CO liB 01 1 J/t .«t £0 I C ^ - Ho 

^icDi&fHiro^^A, -ecDf-^^&c^serrtiVf^ 

nn i« .-ff A* ^- ? r -s /h ^^ >Tr fffe 2 co^qpii r □ 
r V A ^ .ii! ta ^ ^ 2 <D ,ie ta a i * fr -5 i c 

/; - K i . C CO I C A - K AU'T' ^/ * n A: i: S C CD 

1 C A - K i - ^ <D ^ ?r A* o ilH tn I 

iJfi y t3 r V A ^- ifT U T v,^ T itii ,ie I C - H C 

^li^a^ffUmu'M I CO PR r o r 7 A <o rffc X - 

«R At .',r m ^ n <t s (c ;t n ^ [«;! a ^ /k u , 
tn 2 ^D PI! r o ^ V A ii fiJj .iu t,7 1« ici Pii Ui \n ^ <d 
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?JD f.t u i <omvv,^ o r ^ a <o^^ m 
t < w - ® ^ ^ . iW iU Sr «i ,>;5 lU t & c; 
1 *!i PJ 7^ o r 7 X. CO ^ SIUT L < W - .'^li <D i»f 

-t ^mm^vf h <o-c ^ ^ ^ t ^^nmt-t ^ i c 
A - K t,5 ffl ifa X r A „ 

(4) MfiiiaPiKfaw 35 I <^mfH!r o 7 A i airr 

tffftii^^fLTl^T I C * - KCm lOiaeiT'D 
r 7 A miit;^l|tBl^: L , ?H 1 CD ^ a ^ ^ 
©'feSB^L < it — m^m?^ I C H K^^idt; <!: 

iPj I c ij - K A« fip ^ * n i ^ k: w ® * n i 

t tiiitf^-f ^ ^ ti)^ t r -jgc L r ^ 

in .1^45 CO I C - K tff ffi«ifl -> :^ 7- Ao 

(5) mrrtfl ffiw^»rinitt^/Pir?ff 1 ^^ec^tarft; i 

H A- iff * n 5 31 2 5g rr f (7 W t tEj* "i* 0 , f!^ 
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;jet»7fflieii!i!3^if:s:wm i t^toPBr a r 7 a itn 1 isi 

10*!iPnror7A<l:Sn[2t^ieJJrf,5ffli^ifiiO 
rM0^t, D(JlO«if^:?"o^r7A05>fe<a5^JL<tt 

i gfc k: 0 aotry I «5E^t5<ii^:5Gis t . iw.ie i c 

tt© r c * - K ;^ T A o 

c 36 ± o #ri jTj ^ s? : 

c © % « ^ I c * - H St -e to f ff SI ® PJ ■> X 
xA^cCau, 4t^L<a> 7'or7A^:f:illtcaft 
I C ii — ¥ ^ m^-t ^ t i>< ft ^ ^ ^ U I 
C A - K&tf-eot^Hli&PJv- :^ T^Alcra^So 



i] fi ii\-cmmis mvT<^ ^ ^ -J ^ i) - Y 
t ioim,v,iK':ji tc *5 s u h A - K , 

n * 5 o 

«I ftfe A< h ^ * <!: U X. nc , 

;:oj:^^c^.«^t*Wrt1*!^^fci6Ki©ifrT(4 I c 

n T ^ o 

- ;^ , I C - K ® ^ing fij KB tl IZ; < \ ffl * w 
U A , ^ ^li o i«| .V, IR 01 u: io U T % * n 5 I C 

. ffi f!B <0 ft: 7j A< W is L -C 1.^ 4 „ C O C i 

fi- ^ . i C - ¥ m^n-r n ir 7 u kx , ^ infirm 
Jl! i n 5 ^Sl ;fc c: *l ji; L ^ t> ^ <»: T v> -5 o 



>I5 s i5 « L -c I c /J - H flw tc n n t£: 

t*lM|Bfl 6 1 - 2 1 1 7 8 8 ^^Ui J: 0 531 i 

o-c(4> -€-co^©*anp.ra5^7A<Di&a, k^xca* 

♦4: * 1^ /: -tt >^ ti i i -5 S ^ij ;^ « * 5 A< ^ I 

c A - K A^sffioimsiKOi tc(ie/n * n, j^isr-stt 

-c * T , I c >:f - H *5 5 jei PR r CI ^ a A A< 
» ^» n A* i5 A> ^ i r it 5 i: o I C 
;r?-KiiC^^-eOIC*-Kt??Hl«iPB'>'XxA:£tS 
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C f.':i A^v ^ JW /Jii ^ i 46 CO Ei): ] 

I c - K {i , mnis^nsiii^i. t iL<r>mumi'z%!ii^ 
t>i')iVf ^ 'Ji i <r> f/s-my ^ ^ "7 u ^ ^ (o r - 9 Ik 

'ii rr ti? f« ^ ta ^ iii »Tr fi6 /"i jfy 1 .ie ta -t^ © 

i iPf .tC p: ita 5^ fS 3^ ^T ^ -5 /II ^< fffe 2 

CD iei PB 7' cr 7 ^ te i 2 .^ii tfi T= K i ^ 
tri siiat fiflissin?** >=. tiFii i -5 CD * 0 , sejjt 

trr fy *i -If 1 <o iji PR r a ^ I. a> —%tii^i 

cDiaFE y D 7 A (itr7ffiiGPn^ti5^ ^^nsfima^- 
.'^T^ to 1!F iA ;^ , iH m ft! .i? fh U ^4 sff 1 O ^di 3^ 

a ^ ^ «jj L < li — .^i ^ i: r or 

rr ffil i?3 fill ;jri 17 ?j L < U iME 17 -5 Pll Xv ^ T 
* ^> tc, yi 2 CD 56 flil . sn 1 % ryj (c ±5 i:f -5 I 
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9 <o\^ ^ Vi 1. ^ o ^ji I CO ^ PI! r o ^ ^ A i Of ?ff 
tfV «i .i: ^ <f L r ii r I c - K tc en c 

rtiff tJH t.*? ffl i(a fill iii i ^ * /:: I C /J - K f.? 

n/ fJS: PI! X X A tC * ^ , 

C Jfl 1 

C ^ ^ PI! r a 5 A o .!Mft ;i 7? ;r-f ;£C 0 
T l^J iiti iC Iff i n S iH rr t// ^ ^ I C ^ - {iW (7) :ll '^1 

(T-j m frfe .Id ts T^eji tci^ita t r ts a , c 

O or ti^ H? ^ 3)2 M.{ ^SJc^lCLTfettii. dcDl 

C » - F f.T( * n -5 ^ ^ :i V t" ^ - illil r SH' 

rr ti? ffi * 372 llJ L t: , h 3 V f ^ - 5^ fli? CO 0: rr 

tff f« i: It *SS[ 5 C t k: J: (? » iJQ PH r d a :h 

r S . ^ iF. 'a ?!f m X 'f^r o I C - K ^ ^ i 

r , c (o ^ev] CO --'^giis^sfii u Tfikiirii ^- jn ^,^ 

T ^T^ fel .1ft -£ „ 

m I ia li * C ^£ n/] 03 I C >57 - K tf7 t« iCi PB 71 



h -C * ^ o 

^ ^ ^. X ^ 13 y f i - < ;fc ^ a C o c CO ai 
(c r u ) 2 tc f.7i ^Tf ^ n -c (sii /n n ^ . i 

C ~ h' 1 ii , (O ST5 T -f i7 o r o -te 1 

;:e t'S L V ^ R o M 1 2 , pa r o ^ ^ 

^EEPROMl3,JB;fJBco 7 7^'; T - 

FH 7- o r 7 A iia ta -5 E E_P R O M 1 4 . _jh 

f ^ - ^^~2~t io nn 13'^ * n i ^ - ^ 
ta-!*--5EEPROMi5. 'eLrA;ii';M>'^'7 

6 ^ ^ U r ;^ h 3 y f ^ - 2 (c ^;if sm * n T . 
i^' - ^ IS ^ 'fr . E E P R O M 1 3 <h E E P R 

0M14, EEPROMiSici, -tn-en^^ 
^^□ra-fev-^i icorKux-:$? i:ri (c &i ia n t 

^•(0/<X 1 T^r/^t-CT^-texdcn-So 



C C T . E E P R O M I 3 .le te * n ^ or rr tr7 

nfu, 2-:)£OfeiOA»i^^afijc5n^ ^<7>iouLtiflf 

0 » ^ 7? iff m ;t [3 a tfi ffl I 3 a T- * 0 * fife ^75 I 
. 1 » r o ^ A <7> lii ITr ic: -C ti'r fti iOi Pil 
1^ n A* ^ U*r iA * n -5 i& Pfi r D 7 A tC -9 (.^ -C fO 
- « V ti? 1 3 b -C * ^ . j»f m X. fn| Kcttf I 3 
ati, ^:^^ROM12tc«tiW*n/rA'>vhiiQ, 
Pl!7*a^7Al2alwJ:tpEEPROM14coiai 

pp. r o 5 A « X ^> n s /{g ra: . ^ © fid i 

, ^ :^ ^ R O M 1 2 e w , .1: .Jd * '^^ v h iji 
Piro^^^A 1 2 atOftiitc^ ^atpRroi^^ACOif 
iA ^ , rn , v!f m X & iff m X [a] JB£ t.7 «( I 3 a t 

^ ^mfA y 3 b t <^ 2 O 'il ?rr tiV ffl to .y^ !li 

L ^ -5 ar rr tr7 n .^.s m u iii fyi r a ^ i 2 b > 
^- o a (o ^^s^ f!B io its PH r n 7 A ft!) ^ n T i> 

5 » * /;: » J.-, .la 2 O iZi iff tiV HI ^ .JC tG^ ^ E E P 

R 0 M i 3 li , C e T? U ilj vT. I- .U^ ^:^ X ^.^ -5 , c 

n U , c CO 4; -p ill rr tr7 n/ ^» , fell PI! r o 

5^ V A (o HI Hil ^ -r ^ri CO (111 60 t,f HI ^ m ?m -5 
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M itfi t * -S o 

, il! L j t-y XJh^ 3 V f i - :7 2 flW 

^ A )i * n 5 X 7 - K CD i^TfCi^n. ^ 

- ;tr , +^ h 3 f ^ - 2 tc U , 3C E E P 

ROM 1 4 (caita * n -s ©mr a^^^Aico^si 

f nf ffl i ^ » ^ IhI a f 5 ffl i o 2 ^ jg JJr « 

- K I C l*f tfcA<-,'C, EEPR0M13 

« - 9 M «/ 1 3 b « * iiH ^; « . &^ h n x 

tr , C O ^ , I C„ A -J: 
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-^*An w L T * n r Of ^A.n -s^- - Ji > i CiT^v 
rm'-C h ,ir « ;t. Kti^ tti 1 3 b A< .t. ;^ h 3 X t* ^ 

SfmWi. IC:<r-Hl C «J iW *l ii^ Pi r a r 
7 A fl5gj« ;l |nl gJttff^ 1 3 a <»: ^< - ■> g v til ffl 1 

fx S <^ t? , il C -C tt * if. h 3 y f i — 5^ 1 I <0 
IC*-Klfl«^^)«»;t©am«13a&Cf 

tSBfctt. ■en;6<>*'j3tcietfi*nri^-5t> 

i2i PE r D ^ A 4 m Jrt * n-C 5 „ 



ic^-e. it«Et??fflC«. EEPROM14K: 

^ti^ $ nfzfsknr o ^ J. o^myAi^n^cx mn2St 

A< S ffl ?f ±i C:f 5 4^ + -V •> ^ A - H J: -5 
?^F/t;corc/7-H-c*t?> EEPROM14k:«^ 
C I C A - K I (Cj^-ff£;-r ^►iG^'t-^-'S J: 

•5 n*: *a PH 7^ o 5^ ^ ;5i 3£ ta * n T ^.^ -& i t , en 
tc W :^ -5 iZr flr W ffl <!: L r .^Ji lUJ ^ -5 , 

tS X \ h u y f i - 2 « , I C » - F 1 

A* Mi « n /= <!: 5 , n OB * S „ ^ 

^^a7'a-fev■^^l li^^EEPROMlSiEE 
PR0M14. EEPROMlSiti. C n iz X 

<o th'Jj <D o^iii ^ ^ a X m V . -^^^a-ra^^ 
■^^ 1 1 CO y -tr V h A* Kfe * n ii,v r , ^ x ^ R 
OMl 2fi07'ti^^7A*<iiJ3ift*n'r, *x h zj -y 
t" ^ - 1 I ^> m ^ ft r.^ ffi u: A 5 o 

f'l! fitG r * ur ^ t.7 ffl It f'li -r a ^ 7 2. A ^ 
h^'^L xiX^ompn^'iZn-n,. ^at?-^, -e x 

^ r © tc T , r D r 7 A 01 rr t.? W .^t tit L tRi 



I C * - H 1 j^l t r iSlH L -C, ;^ 7^ -y 7^(2) 
T- iC »r iff ffi A J.lr -5 - r t:: A -5 o 

-J ^ 55 *i" 5 i » -7 ^ R O M 1 2 ± o lE rr ffl 
^HlLfflPRr c r 7 A 1 2 b ^.KiitrL T> EEP 
ROMl 3«^)»»;tlnIfictSfill 3 ai^f-:^ « > 
tdffiliabiifMitht. Utii^ir^y^y^-:^ 

:x h 3 X f ^ - ^ 2 cn t.smx.©ttfff 

K \ (DfSimf a ^ I. i^^f^l, X G^t^ L X ^ ^It 
^mmc ( * X h 3 y h"^ - :^flH<0&«;Liniam 
ffi <!: ^< - a X ti? fil ) y t 'i 3 A* Si tli t T C 

-enic: -5ir* T -sr b r 5 i * c: w , x x -v r® 

C <^ SlUc" '5 T , ^ ^ ^ R 0 M 1 2 .ia tS 
*nfcar|^rp^^-7AK:ei£o-rE E PROM 1 4 
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tciii ta ^ n i(H ri! r o ^ V A fJ!j L > ^n^rjy 

^Cfct^^T, if?i^7,lW'JI t^iKH £73ft <^0 i m 

\ y tc fo tt ^ ^ <t> o ^ t r If ^ n 5 iifi tt; 
CD r ~ f%t -(/cd'I^ , f'P i n T (.^ ^ 

I C :<7 - 7 1 tc L T RH ift I*- 4 * - H 1 t:t , 

O M 1 4 tci .Id ta * n t: ilWiB r n ^ A tc iit o T ^7- 
•?o i,!? JR. EEPROMt5(;i(l, ^a^VH^A 
^ c U Ji5 op CD ^ L i.^ T' - lilfi i*: t2 ^ n 

T Ir < ^ i -5 . 

*t A* 1:; A "if Iff 4!i Pfi m n r i,^ ^ i ^ Id 

^ A to iif m ;riij ?m '/ ^ ?E ^ti L T rr u r a 
^< V A i - 3 •/ trV ft! 1 3 b o S'm^ ^ ^f 

C <ti*~<if"^-^cD-A< 3 frV «i (i X iif ift ;t ^ f 3! r a ' 

V iix r t O * 0 , fPI CO - V* 3 V ti^ 
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1 3 b i(i+tijf;jUTi^5„ ^n;i>< Sir flit T?*n(dr^ 
a M A* m ;jri ^7 1 < w m ii> -5 1;; .'^ tc ?rr * n , -e- 

0 T u n i.:^ tmm-r^Mm t * n ^ . 

C C -C\ I C /7 - H 1 itf ;L gfil It -& .3: 
-Si. IC/7-Klt±, ti ^ -y V ^V\\-r ^ ^ 7 l> 

1 2a^,li:^LT^ ^x^^ROM I 3 aO,»ffft;c. 

I- I C /7 - H 1 ti . ^' R O M 1 2 O i'f « X. Hiij 

ffla 7* D 5 A ;£ ^iJ iBJt( U T , E E P R O M L 3 iO 
-•>'3^tr'fi«13b^::i^xh=;yt*^-^'2A»^» 

»b n L - v 3 > m tc ill m ;L > + x 

=1 X f ^ - > \ 1 A» n r 3fc 5 trr ffi E E 

PROM 1 4 tc ;g^jiA, A, -c < o 

-&<D|^!^, I C;<7-H It^EEPROMl 3^0 
Mf!E:^<='^^A(^y< — y ^t^tXLW is n ^ t h 
hiz . EEPROMl 40ry';>r-->a :^^f!I! 

f ^ - 2 fi« t;: ii r w , ;^ v r ® i5 x , 
it; » ;t [nj a m ft/ ^ 1 Jjii ??: L r - >^ g >- tr? ft/ ^ 
lCI?rt> -^*'J3(^it*5tF'fft(C*lCrrLfcEEP 



V 3 >- f^-i^ 2 ^t&^-f ^ ntz ^ - - V Trt^y, 
^ - ic J: 13 ^, A* l; i6 A * n -c m ?r< * n 

, ^ ^ r (3) )^ m X in] «r ti? ft/ 1 3 a i ^< - 
3 V ti5 fti 1 3 b i It fc? t ifl i» ^ n - yr 
— L -C t, * ^i: n , -r V r © a tc *5 1> -C, I 

^ X -f \y y( ^<r> ^ ^ (n ^ -j — Jf ^ ^ is n 
5. o L T , X 7- -J r (^{z. X m?i^\tt^n \ c i3 — V 

CO iF, ^ trfe CD ^ X 4^ ^: ?f > iE ^ A^ t> (7) iC o r 
(i. CC-ClH:m(0^m^[g»tl5ft!13a<h'^->'- 
3 >tf¥ftil 3 btc^m;i-5Ci:A«-Cd5, 

± ti , ^ «s ^ fni » m fti 1 3 a i ^< - -^^ 

-xfiVft/l 3 b t <D 2 r> - ^ ^ \. 

Cd , I C - K 1 i O f - 5^ Ift rr , c n 

J* T b 11^ T- <i!t PI! r a r V A gr jf^ ^ u -5 A< , 

C n CD - - ilf ^ ^ { jj L m . .Jia PJ! 7- a V 



2 flW i I C /J - H I illil <h T tU td fH r a ^< 7 

t& iili * n T ;«i /n ^ n ^ J; o C i ;5i -5 <!: , I C 
;^ - K 1 on <?> > h tiV ft! 1 jia . ;^ h 3 
V e ^ - 2^(flVcD i5 « ;iIn|SftSfti;!)f^-c?)S*iri 

So -etoi^xfe. c n — da t i.^ c i id aa 0 , 

^ n ^ ill -*-«.Ci;5*T3rrffgifj:s, ^ - 

rr FB CO >T< ^ ae; fl^J ^ r . ^ <D - B 

vtr7ftll3b^:iffartr^f<J:9^clrtl^^, ic 
* - K id :fe s ffn r o 7 A <o -fr fil ?rr 05 1 

CO i ^ S C i T- $ i o C -C » ^< - >^ a >- f,7 fg 
— 33f ^: ^ X -y ^' ^ C i td J: 13 /li rr I C ^ - K 

^ "^.Zl r ^- -^^.'^ i^^^' ^ i 5 . 

I CJtf_-.^K.f&..«m:X$ .^^ - '•^ *i V ^('i ?/r (D ^ fll ^ a 
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T /i I C >i — K o r U > X r -v r (2) -Of 
L <i: -5 tc JJil t;: iai PP. L r iE :*j t> o r * n u . 

/ii m J'l! r o 7 /. <o - H t»v ni ;i.r m x. 
^ c tiz ^ 0 . aiE f;! frij fill i]j iij ft£ r » 

U frj iSi f'il >^ ° ^ 7 A m i & - h 
f,7 m 1 3 b to iC W r.'.1 jg] 5C tl - 3 V Hi /rf 
flr i^ll ( ^< - V* 3 y irtW(0^^ m ;t ^ 

irtviiti iti \:: t ^ Sets r r ^ ^ ^ '^^h ti t ^ 

<t> S C i as 5 o ^iiJ, '^-^OiQO 

ti , ti i ^ if I c - H 60 aft ;*r » X. t? 

u y: J: o I C * - K o r iD&'/fl At ytMfe ^ 

n , iw f-e jii $ n T i.^ -PT ^ fig © I c fj - V 

CO A* fflt fc^ £r^j tc fin ;TJ T- ^ S J: -5 fi 9 , I C - 
H jTi fiff m © nj fig tt: ^ * <a jfi T? s ^ - 
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A*, cnti. ;tr«x.fcasft(?ffif5 -c t> <t c t (i 
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